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Overview 

The global mobile industry is uniting behind the 5G 
dream: a network capable of seamlessly delivering 
any application or service, regardless of bandwidth 
requirement, with perfect quality of experience 
(QoE), anytime, anyplace, anywhere. A fully 
functioning personal network on tap. A network 
whose applications and services aren’t just 
consumed, but are used to control every facet of 
daily life. 

Such a network—which as we will see, is far too 
complex for human control—depends on three 
things: 

1. Real-time, end-to-end visibility 

2. Automated, intelligent resource analysis 
and allocation 

3. Software-defined networking (SDN) control 

In this paper, we show the interdependence of 
these, then focus on achieving the first step 
towards realizing this vision: visibility. Complete 
QoE insight is not only foundational for 5G, it’s also 
a prerequisite to making the transition. 

 

5G: The Challenge 
The success of 5G will be measured by performance 
attributes that enable large-scale human impact—by its 
ability to meet constantly evolving expectations and react 
to the impulsiveness of connected living. The next 
generation of mobile network will replace wireline, even for 
life-dependent and mission-critical applications, so it must 
provide near-perfect reliability and availability.  

Achieving this level of performance requires a shift in how 
networks are built. Let’s explore how far we have to go. 

 

 

 

The amount of traffic going across mobile networks keeps 
on growing exponentially, while the diversity of 
applications and the density of the network continue to 
escalate. The GSMA predicts there will be a hundred times 
more devices active by 2020, each running ten times more 
apps that will consume a thousand times more 
bandwidth—a staggering 1,000,000-fold increase in 
packets, sessions, and services to manage and optimize. 
5G promises to not only keep pace, but usher in a new era 
of what people understand mobile networks to be capable 
of.   

Mobile QoE 
 

“This kind of performance leap 
requires rethinking the network.” 
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It’s clear that today’s hardware-based, static networks, 
which currently struggle to meet LTE service specs, won’t 
be able to address 5G requirements. Network traffic is now 
being choked at gateways to the evolved packet core 
(EPC)—the central ‘control room’ where all traffic checks 

in to monitor quality, manage mobility, detect security 
threats, and determine if subscriber policies are being 
adhered to. These orchestrated functions are fundamental 
to all mobile services, but their centralization threatens the 
5G dream. 

To be successful, operators must mobilize the network at 
the service of each subscriber. Networks must meld radio 
access (RAN), backhaul, and control functions into a 
unified whole, while embracing and orchestrating new 
technologies required to increase capacity, use it more 
efficiently, and allow the network to adapt elastically.  

As operators rethink how their networks are managed and 
monetized, it becomes clear they must instantly know what 
type of experience their subscribers are getting, what 
demands they are making of the network and the services 
available, and have the freedom to identify, locate, and 
react to glitches as soon as they occur. A task of such 
complexity scales beyond human ability. Let’s see why.  
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Although the most-talked-about strain on mobile networks 
is the sheer volume of data, different types of applications 
place distinctly different demands on the network. There 
will be competition for capacity, but also for low latency 
routes, low loss, high mobility, and extreme reliability in the 
case of life-supporting technologies. 

For example, VoLTE is very latency- and loss-sensitive, 
and demands high availability, but is very bandwidth 
efficient. Internet of Things (IoT) applications need to be 
kept in check because of the deafening level of 
‘background chatter’ they generate. Video, email, web, and 
IoT safety applications are others that place different 
demands on the network. 

Gartner analysts expect the number of IoT devices in use 
worldwide to reach 6.4 billion in 2016, with 5.5 million new 
things coming online each day. As they seek to improve 
traffic, safety, and the quality of municipal services, smart 

cities alone will drive demand for 1.6 billion connected 
things this year. 

This means that the IoT out-populates humans. It’s 
becoming a crowded network. This has a huge impact 
because IoT applications often have requirements 
divergent from human communications applications, 
posing some serious business dilemmas for operators to 
solve if they are to accommodate both.  

Because each application has different needs, each must 
to be controlled—and monitored—separately. Software 
Defined Networking (SDN) controllers will need a real-time 
feed of per-app and per link performance needed to make 
optimal decisions about how to best use network 
resources, whether selecting optimal paths or 
orchestrating network functions; the QoS of each 
application depends on it. 

Operators continue to invest in technology to provide the 
widest data highways capable of transporting this vast 
amount of traffic in the fastest time possible. But throwing 
capacity at the problem is no longer enough. To achieve 
5G speeds requires coordinated multipoint architecture 
that addresses the relationship between network delay and 
speed. This adds a new dimension to network engineering, 
introducing an important relationship between throughput 
and latency. 

Ensuring that subscribers can be concurrently served by 
multiple access points, frequencies, and a combination of 
licensed and unlicensed spectrum, requires exceptional 
coordination—on the order of a millisecond between 
subscribers, sites, and services. Any delay introduces 
collisions, interference, and large scale ‘traffic accidents’ 
that can leave the user in a bandwidth vacuum.
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Controlling all this coordination becomes an increasingly 
complex problem as 5G networks become exponentially 
denser than existing mobile networks. Simple macro cells 
have given way to hetnets, which are becoming truly 
adaptive: dynamically dividing and shaped to steer and 
support performance on demand.  

Increased applications, increased devices, density, 
diversity. Millions more sessions to manage. Leading 

operators, following the path blazed by cloud-scale 
networks of Google and Facebook, and globally delivered 
services like Netflix have drawn out their plans to hand 
over network control to big data analytics, deep/machine 
learning, and SDN controllers. Many MNOs have already 
made significant strides to transform their networks into 
living, breathing, elastic platforms; others will need to 
follow. It all begins with a nervous system to feed network 
control. 

Future mobile networks will be characterized by being 
autonomous and self-optimizing, relying on three 
interrelated systems: 

1. “Nervous System” - sense: ubiquitous 
visibility, localized QoE awareness, and 
real-time feedback. 

2. “Brain” - think: fast data analytics and 
deep/machine learning for decision-making. 

3. “Muscles” - act: with responsive SDN 
control, application-aware routing, and NFV 
orchestration. 

Put in the context of the end-user, this approach can be 
employed to serve up the optimal subscriber experience—
the main differentiator within the mobile operator’s 
control—as over-the-top (OTT) and cloud providers 
threaten their core services, their network integrity, their 
revenue, and their relevance.  
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Ubiquitous visibility into subscriber behaviour and 
experience will become the source of all network 
decisions. It’s also a key component to achieving this end-
state: the multiple layers of technology migrations the 
network will undergo require consistent QoS and QoE 

monitoring to make sure nothing breaks along the way, 
and that network upgrades and optimization efforts are 
properly focused where differentiated performance will 
result.

Assuring Differentiated QoE 
Instead of users being at the whim of the network, 5G 
turns the equation on its head, with a network that 
responds to the demands placed on it. The network will 
adapt to users, not the other way around.  

 

To divide and conquer complexity, 5G networks will be 
separated into data plane and control plane, with an 
instrumentation layer to link them together, acting as the 
feedback mechanism required to continually optimize the 
network state. 

Given the highly virtualized, dynamic nature of 5G 
networks, static network monitoring will no longer be 
effective. Instrumentation itself will need to be virtualized 
— with distributed visibility focused into a centralized, 
orchestrated stream that feeds QoS and QoE visibility into 
the network brain—data analytics (small & fast, and big & 
deep) and machine learning that also pulls in the 
subscriber context to determine which subscribers’ 
experience needs adjustment, and how to make that 

happen. Controllers will take this intelligent input to 
maintain application-aware traffic routing, and to 
orchestrate virtual network functions to meet the demand 
of dynamic service chains connecting apps and users. 

The benefits are optimized network utilization that 
effectively improves capacity, best-possible QoE, and 
efficient use of network resources, including NFV, 
backhaul, and radio infrastructure.   
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For 5G to work as intended, certain virtualized network 
functions (VNFs) must be localized for latency 
optimization. To ensure end-to-end QoE is maintained, 
performance must be monitored and assured not only for 
each VNF deployed, but also between functions along a 
service chain.  

Monitoring the availability, capacity and access 
performance of candidate NFV infrastructure (NFVI) 

locations also allows orchestrators to select the best 
location to host virtual functions as usage patterns evolve. 
Such fine-tuning involves checking the integrity of every 
link in the network fabric, in addition to directly monitoring 
the user experience; success depends on the 
infrastructure itself, interconnections between elements, 
and the end-to-end communication to the user. 

Real-time, dynamic network control is a continuous cycle 
of sensing, learning, and acting. The orchestrator and 
controller cannot do their jobs without knowing how the 
network is performing, making the highly distributed

instrumentation layer crucial. 5G involves a whole new 
level of real-time monitoring, measuring all points in the 
network.  
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To gain complete QoS and QoE visibility from every 
location in the mobile network—from EPC throughout the 
backhaul and RAN—in a cost- and operationally-efficient 
manner, operators must take a new instrumentation 

approach, one that relies primarily on virtualized testing, 
supplementing where required with distributed data plane 
modules that act as ‘the IoT of instrumentation’.

Accedian’s SkyLIGHT Performance Platform was 
designed expressly for these real-time, large-scale mobile 
network environments. With virtualized, centralized 
controllers that can unify QoS visibility over multi-vendor 
networks with exceptional precision, an operator can 
rapidly deploy and gain visibility to hundreds of thousands 
of locations in their network. 

Accedian Nano smart SFPs and “ant” Performance 
Modules can be ‘sprinkled’ where full test set and 
monitoring probe functionality is desired: to perform 
network embedded service activation testing, active traffic 
generation and loopbacks for new service simulation and 
troubleshooting, and to provide microsecond-precise 

bandwidth and QoS KPI monitoring for thousands of 
concurrent flows. 

With proper instrumentation, visibility is sharpened to 
include not only RAN-to-core pathways, but also site-to-
site. 

These same modules also run FlowBROKER™, 
Accedian’s industry-unique, distributed packet broker 
solution. FlowBROKER closes the QoE visibility gap by 
making remote packet capture feasible and affordable. It 
also makes virtualized DPI and analyzers practical, by 
delivering precisely time-stamped packets to any location, 
physical or virtual, at cloud-scale.  

Accedian’s Scalable, Virtualized Instrumentation 
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Consider that 80% of call call drops and 50% of all 
bandwidth impairments happen outside the core — in the 
backhaul and RAN, where centralized analyzers lack 
visibility. Having all-layer, application and network-layer 
visibility beyond the the EPC is transformative in gaining 
the complete picture of subscriber QoE, from every 
vantage point within the network. FlowBROKER decouples 

data access from analysis, bringing flows of interest 
directly to centralized analyzers, which are cost prohibitive 
to distribute and impractical to carry during “truck-rolls” to 
locations in the field. The ability to see QoE from ‘all sides’ 
often makes the difference between detecting a problem, 
and resolving it quickly. 

A combination of test and monitoring technologies must be 
deployed to ensure the network is ready for 5G, and that 
services turn-up and scale without QoE impact and are 
easy to monitor and troubleshoot. The SkyLIGHT platform 
provides a standards-based, openly programmable 
monitoring fabric that supports the full service deployment 
lifecycle, as well as the transformation from LTE to 5G 
networks. 

Standards-based active test can be cost-efficiently 
deployed using virtualized instrumentation to pre-assess 
network readiness, locate bottlenecks that could impair 
QoE, and continuously monitor QoS and derived user 
experience metrics (e.g. MOS) from standards-based, 
network layer measurements. 

FlowBROKER’s remote capture capabilities supplements 
active test and QsS monitoring with on-tap or continuous 
access to the actual user experience, for direct insight into 
control, media, policy, and security planes from any 
location, allowing analyzers to gain location-based visibility 
into QoE, subscriber, and network behavior. 

The combination of active and passive test in a single, 
programmable platform, offers the unique, fundamentally 
critical ability to detect, inspect, trends and analyze 
everything, everywhere, in real time.

Conclusion: Visibility is the First Step 
Towards 5G 
The transformation to 5G networks means more than 
increasing capacity. It requires a complete rethinking of 
how the network is built, controlled and managed, as it 
ushers in an era where humans will benefit from a network 
they can no longer control without automation, deep 
learning, and continuous, measured feedback that makes 
the network come to the service of each subscriber and 
application, every ‘thing’ on the internet, and applications 
still to be imagined. 

The journey begins with visibility, as layers of changes to 
the network control, transport, and radio networks require 
a dependable ability to detect any impairments affecting 
users, along the way. The instrumentation layer that 
assures each step of the journey also becomes the 
foundation for fast analytics and machine learning that will 
advise SDN controllers and NFV orchestrators on the 
moves they need to make to optimize QoE, in real time. 

If you have an efficient instrumentation layer in place, you 
have the foundation to build the rest of your 5G network. 
Accedian, the end-to-end network performance experts, 
can help you every step of the way.  
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